NaturalReader High-Level Logical Architecture and Data Flow

Customer-facing overview for NaturalReader EDU and NaturalReader Al Voice Generator - Commercial Version

1. Customer and administrator applications

Web applications
Personal, EDU and Commercial

Chrome extension
Reading and listening

Mobile apps
iIOS and Android

EDU administrator portal
Users, access and feature controls

HTTPS / TLS 1.2 or higher
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2. NaturalSoft-managed AWS production environment - us-east-1
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Edge and API layer Authentication Application services Admin controls
Request routing " . | AWS Cognito . ' Accounts, documents and projects . Roles and access
Access and rate controls Email, Google and Apple TTS, OCR, Al and job orchestration Al / cloning toggle
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Private object storage Application data Monitoring and logs NaturalSoft models
Amazon S3 Accounts, subscriptions AWS CloudWatch Self-hosted on AWS
Documents, projects settings, permissions Operations, security TTS and voice models
and generated audio and operational metadata and error diagnostics . including OmniVoice
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Customer content and Al training Encryption and access EDU administrator controls
Customer content is not used to train, TLS 1.2+ in transit and AES-256 or School administrators can manage users
fine-tune or improve general Al models. cloud-managed encryption at rest. and disable Al and voice cloning.
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Scope: High-level logical architecture for customer security and procurement reviews. This is not a detailed network topology, penetration-test report or complete inventory of internal controls.
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Commercial production workspace
Voice generation, projects and audio export
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3. Approved services

Used only when the selected feature requires them

Google Cloud / Gemini
Al and selected TTS

Microsoft Azure Al

OCR, Speech and voice services

' [ Amazon Polly |

OpenAl TS

TTS, STT, Text Al

ElevenLabs | Stripe / Intercom
| Commercial voices | | Billing and support |
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Purpose-limited provider processing
Only the data needed for a requested
feature is sent to an approved provider.
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